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Cisco IOS XR Fundamentals
Cisco Systems The indispensable oﬃcial reference to the next-generation Cisco Internet operating system, IOS-XR. • •A
must-have book for every network professional who must design, implement, or troubleshoot networks containing IOSXR supported routers. •Illuminates IOS-XR's architecture, oﬀering insights for leveraging its full potential. •The only
book on the market on the new Cisco IOS-XR. Cisco IOS-XR Reference Guide is a systematic, authoritative guide to
conﬁguring routers with Cisco's next-generation ﬂagship Internet Operating system, IOS-XR. By providing quick,
authoritative example-rich references to the commands most frequently used to conﬁgure and troubleshoot IOSXRbased routers, this book will help network professionals successfully design, implement, or support network
containing Cisco IOS-XR-supported routers. The authors walk readers through the details of IOS-XR's new architecture,
comparing it with the traditional IOS CLI, and mapping legacy IOS CLI to the new IOS-XR CLI wherever required. They
oﬀer extensive information for simplifying migration and helping network professionals take full advantage of IOS-XR's
power. For example, the authors introduce and illuminate important new features such as Logical Routers and Hitless
Upgrades: features that can be used to minimize hardware requirements, downtime, and cost. The book contains
concise explanations of internetworking theory, backed by detailed, tested conﬁguration examples that network
professionals can apply in their own networks. Sample conﬁgurations are included for: interface, IP addresses and
services, MPLS, multicast, system management, system security, and routing (BGP, IS-IS, OSPF and static routing).

Cisco IOS XR Fundamentals
Pearson Education India

IP Routing on Cisco IOS, IOS XE, and IOS XR
An Essential Guide to Understanding and Implementing
IP Routing Protocols
Cisco Press An Essential Guide to Understanding and Implementing IP Routing Protocols Cisco’s authoritative singlesource guide to IP routing protocols for enterprise and service provider environments Service providers and large
enterprises are converging on a common IP infrastructure that supports rapid deployment of high-value services.
Demand is soaring for highly skilled IP network engineers who can implement and run these infrastructures. Now, one
source combines reliable knowledge about contemporary IP routing protocols and expert hands-on guidance for using
them with Cisco IOS, IOS XE, and IOS XR operating systems. After concisely reviewing the basics, three Cisco experts
fully explain static routing, EIGRP, OSPF, IS-IS, and BGP routing protocols. Next, they introduce advanced routing with
policies and redistribution, sophisticated BGP-based traﬃc engineering, and multicast. They present comprehensive
coverage of IPv6, from its multicast implementation to its completely revamped address structure. Finally, they
discuss advanced high availability techniques, including fast routing convergence. IP Routing on Cisco IOS, IOS XE, and
IOS XR presents each protocol conceptually, with intuitive illustrations, realistic conﬁgurations, and appropriate
output. To help IOS users master IOS XE and IOS XR, diﬀerences in operating systems are explicitly identiﬁed, and
side-by-side feature command references are presented. All content fully aligns with Learning@Cisco, providing
eﬃcient self-study for multiple Cisco Career Certiﬁcations, including CCNA®/CCNP®/CCIE® Service Provider, CCIE
Routing & Switching, Cisco IOS XR Specialist Certiﬁcation, and the routing components of several additional Cisco
Certiﬁcations. Brad Edgeworth, CCIE No. 31574 (R&S & SP) has been with Cisco since 2011 as Systems Engineer and
Technical Leader. Formerly a network architect and consultant for various Fortune® 500 companies, his 18 years of IT
experience includes extensive architectural and operational work in enterprise and service provider environments. He
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is a Cisco Live distinguished speaker presenting on IOS XR. Aaron Foss, CCIE No. 18761 (R&S & SP), a High Touch
Engineer with the Cisco Focused Technical Support (FTS) organization, works with large service providers to
troubleshoot MPLS, QoS, and IP routing issues. He has more than 15 years of experience designing, deploying, and
troubleshooting IP networks. Ramiro Garza Rios, CCIE No. 15469 (R&S, SP, and Security), Senior Network Consulting
Engineer with Cisco Advanced Services, plans, designs, implements, and optimizes next-generation service provider
networks. Before joining Cisco in 2005, he was Network Consulting and Presales Engineer for a Cisco Gold Partner in
Mexico, where he planned and deployed both enterprise and service provider networks. Foreword by Norm Dunn,
Senior Product Manager, Learning@Cisco Global Product Management, Service Provider Portfolio Understand how
IOS®, IOS XE, and IOS XR operating systems compare Master IPv4 concepts, addressing structure, and subnetting
Learn how routers and routing protocols work, and how connected networks and static routes behave from the router’s
perspective Work with EIGRP and distance vector routing Deploy basic and advanced OSPF, including powerful
techniques for organizing routing domains, path selection, and optimization Compare IS-IS with OSPF, and implement
advanced IS-IS multilevel routing, optimization, and path selection Make the most of BGP and route manipulation,
including IOS/IOS XE route maps and IOS XR’s highly scalable Route Policy Language Use advanced policy-based route
manipulation and ﬁltering Implement route redistribution: rules, potential problems, and solutions Leverage BGP
communities, summaries, and other router conservation techniques Discover how IPv6 changes IP address and
command structure Establish highly eﬃcient multicast routing in IPv4 and IPv6 environments Systematically improve
network availability and operational uptime through event driven detection and fast routing convergence

Cisco IOS XR Fundamentals
Pearson Education Cisco IOS XR Fundamentals is a systematic, authoritative guide to conﬁguring routers with Cisco IOS®
XR, the next-generation ﬂagship Cisco® Internet operating system. In this book, a team of Cisco experts brings
together quick, authoritative, and example-rich reference information for all the commands most frequently used to
conﬁgure and troubleshoot Cisco IOS XR-based routers in both service provider and enterprise environments. The
authors walk you through the details of the Cisco IOS XR architecture and explain commands in the new Cisco IOS XR
CLI wherever required. They present concise explanations of service provider requirements and internetwork theory,
backed by proven sample conﬁgurations for IOS XR services, MPLS, multicast, system management, system security,
routing, and interfaces. Cisco IOS XR Fundamentals is an indispensable resource for designing, implementing,
troubleshooting, administering, or selling networks containing Cisco IOS XR–supported routers. This is the only Cisco
IOS XR book that: Clearly explains how Cisco IOS XR meets the emerging requirements of both current and future
networks Gives network professionals extensive information for simplifying migration and taking full advantage of
Cisco IOS XR’s new power Presents detailed, tested conﬁguration examples that network professionals can apply in
their own networks Walks through using new Cisco IOS XR features and the In-Service Software Upgrade (ISSU)
process to minimize downtime and cost Use Cisco IOS XR to deliver superior scalability, availability, security, and
service ﬂexibility Understand the Cisco IOS XR distributed, modular architecture Design, implement, and troubleshoot
networks containing Cisco IOS XR–supported routers Conﬁgure Cisco IOS XR routing, including RIP, IS-IS, OSPF, and
EIGRP Learn BGP implementation details speciﬁc to Cisco IOS XR and using RPL to inﬂuence policies Manage IP
addresses and Cisco IOS XR services Secure Cisco IOS XR using standard and extended ACLs, preﬁx lists, and uRPF
Master all facets of MPLS conﬁguration, including LDP, L3VPN, and TE Conﬁgure PIM, IGMP, and static RP multicast
Optimize networks using advanced Cisco IOS XR features, including secure domain routers Learn building blocks of
Multishelf, and understand conﬁgurations and migration techniques This book is part of the Cisco Press®
Fundamentals Series. Books in this series introduce networking professionals to new networking technologies,
covering network topologies, sample deployment concepts, protocols, and management techniques.

LISP Network Deployment and Troubleshooting
The Complete Guide to LISP Implementation on IOS-XE,
IOS-XR, and NX-OS
Cisco Press Implement ﬂexible, eﬃcient LISP-based overlays for cloud, data center, and enterprise The LISP overlay
network helps organizations provide seamless connectivity to devices and workloads wherever they move, enabling
open and highly scalable networks with unprecedented ﬂexibility and agility. LISP Network Deployment and
Troubleshooting is the deﬁnitive resource for all network engineers who want to understand, conﬁgure, and
troubleshoot LISP on Cisco IOS-XE, IOS-XR and NX-OS platforms. It brings together comprehensive coverage of how
LISP works, how it integrates with leading Cisco platforms, how to conﬁgure it for maximum eﬃciency, and how to
address key issues such as scalability and convergence. Focusing on design and deployment in real production
environments, three leading Cisco LISP engineers present authoritative coverage of deploying LISP, verifying its
operation, and optimizing its performance in widely diverse environments. Drawing on their unsurpassed experience
supporting LISP deployments, they share detailed conﬁguration examples, templates, and best practices designed to
help you succeed with LISP no matter how you intend to use it. This book is the Cisco authoritative guide to LISP
protocol and is intended for network architects, engineers, and consultants responsible for implementing and
troubleshooting LISP network infrastructures. It includes extensive conﬁguration examples with troubleshooting tips
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for network engineers who want to improve optimization, performance, reliability, and scalability. This book covers all
applications of LISP across various environments including DC, Enterprise, and SP. Review the problems LISP solves,
its current use cases, and powerful emerging applications Gain in-depth knowledge of LISP’s core architecture and
components, including xTRs, PxTRs, MR/MS, ALT, and control plane message exchange Understand LISP software
architecture on Cisco platforms Master LISP IPv4 unicast routing, LISP IPv6 routing, and the fundamentals of LISP
multicast routing Implement LISP mobility in traditional data center fabrics, and LISP IP mobility in modern data center
fabrics Plan for and deliver LISP network virtualization and support multitenancy Explore LISP in the Enterprise
multihome Internet/WAN edge solutions Systematically secure LISP environments Troubleshoot LISP performance,
reliability, and scalability

MPLS Fundamentals
Cisco Systems A comprehensive introduction to all facets of MPLS theory and practice Helps networking professionals
choose the suitable MPLS application and design for their network Provides MPLS theory and relates to basic IOS
conﬁguration examples The Fundamentals Series from Cisco Press launches the basis to readers for understanding the
purpose, application, and management of technologies MPLS has emerged as the new networking layer for service
providers throughout the world. For many service providers and enterprises MPLS is a way of delivering new
applications on their IP networks, while consolidating data and voice networks. MPLS has grown to be the new default
network layer for service providers and is ﬁnding its way into enterprise networks as well. This book focuses on the
building blocks of MPLS (architecture, forwarding packets, LDP, MPLS and QoS, CEF, etc.). This book also reviews the
diﬀerent MPLS applications (MPLS VPN, MPLS Traﬃc Engineering, Carrying IPv6 over MPLS, AToM, VPLS, MPLS OAM
etc.). You will get a comprehensive overview of all the aspects of MPLS, including the building blocks, its applications,
troubleshooting and a perspective on the future of MPLS.

IPv6 Fundamentals
A Straightforward Approach to Understanding IPv6
Cisco Press Organizations are increasingly transitioning to IPv6, the next generation protocol for deﬁning how devices of
all kinds communicate over networks. Now fully updated, IPv6 Fundamentals oﬀers a thorough, friendly, and easy-tounderstand introduction to the knowledge and skills you need to deploy and operate IPv6 networks. Leading
networking instructor Rick Graziani explains all the basics simply and clearly, step-by-step, providing all the details
you’ll need to succeed. You’ll learn why IPv6 is necessary, how it was created, how it works, and how it has become
the protocol of choice in environments ranging from cloud to mobile and IoT. Graziani thoroughly introduces IPv6
addressing, conﬁguration options, and routing protocols, including EIGRP for IPv6, and OSPFv3 (traditional
conﬁguration and with address families). Building on this coverage, he then includes more in-depth information
involving these protocols and processes. This edition contains a completely revamped discussion of deploying IPv6 in
your network, including IPv6/IPv4 integration, dynamic address allocation, and understanding IPv6 from the
perspective of the network and host. You’ll also ﬁnd improved coverage of key topics such as Stateless Address
Autoconﬁguration (SLAAC), DHCPv6, and the advantages of the solicited node multicast address. Throughout, Graziani
presents command syntax for Cisco IOS, Windows, Linux, and Mac OS, as well as many examples, diagrams,
conﬁguration tips, and updated links to white papers and oﬃcial RFCs for even deeper understanding. Learn how IPv6
supports modern networks encompassing the cloud, mobile, IoT, and gaming devices Compare IPv6 with IPv4 to see
what has changed and what hasn’t Understand and represent IPv6 addresses for unicast, multicast, and anycast
environments Master all facets of dynamic IPv6 address allocation with SLAAC, stateless DHCPv6, and stateful DHCPv6
Understand all the features of deploying IPv6 addresses in the network including temporary addresses and the privacy
extension Improve operations by leveraging major enhancements built into ICMPv6 and ICMPv6 Neighbor Discovery
Protocol Conﬁgure IPv6 addressing and Access Control Lists using a common topology Implement routing of IPv6
packets via static routing, EIGRP for IPv6, and OSPFv3 Walk step-by-step through deploying IPv6 in existing networks,
and coexisting with or transitioning from IPv4

Troubleshooting BGP
A Practical Guide to Understanding and Troubleshooting
BGP
Cisco Press The deﬁnitive guide to troubleshooting today’s complex BGP networks This is today’s best single source for
the techniques you need to troubleshoot BGP issues in modern Cisco IOS, IOS XR, and NxOS environments. BGP has
expanded from being an Internet routing protocol and provides a scalable control plane for a variety of technologies,
including MPLS VPNs and VXLAN. Bringing together content previously spread across multiple sources,
Troubleshooting BGP describes BGP functions in today’s blended service provider and enterprise environments. Two
expert authors emphasize the BGP-related issues you’re most likely to encounter in real-world deployments, including
problems that have caused massive network outages. They fully address convergence and scalability, as well as
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common concerns such as BGP slow peer, RT constraint ﬁltering, and missing BGP routes. For each issue, key concepts
are presented, along with basic conﬁguration, detailed troubleshooting methods, and clear illustrations. Wherever
appropriate, OS-speciﬁc behaviors are described and analyzed. Troubleshooting BGP is an indispensable technical
resource for all consultants, system/support engineers, and operations professionals working with BGP in even the
largest, most complex environments. · Quickly review the BGP protocol, conﬁguration, and commonly used features ·
Master generic troubleshooting methodologies that are relevant to BGP networks · Troubleshoot BGP peering issues,
ﬂapping peers, and dynamic BGP peering · Resolve issues related to BGP route installation, path selection, or route
policies · Avoid and ﬁx convergence problems · Address platform issues such as high CPU or memory usage · Scale BGP
using route reﬂectors, diverse paths, and other advanced features · Solve problems with BGP edge architectures,
multihoming, and load balancing · Secure BGP inter-domain routing with RPKI · Mitigate DDoS attacks with RTBH and
BGP Flowspec · Understand common BGP problems with MPLS Layer 3 or Layer 2 VPN services · Troubleshoot IPv6 BGP
for service providers, including 6PE and 6VPE · Overcome problems with VXLAN BGP EVPN data center deployments ·
Fully leverage BGP High Availability features, including GR, NSR, and BFD · Use new BGP enhancements for link-state
distribution or tunnel setup This book is part of the Networking Technology Series from Cisco Press, which oﬀers
networking professionals valuable information for constructing eﬃcient networks, understanding new technologies,
and building successful careers.

BGP Design and Implementation
Cisco Press This is the eBook version of the printed book. If the print book includes a CD-ROM, this content is not
included within the eBook version. Learn practical guidelines for designing and deploying a scalable BGP routing
architecture Up-to-date coverage of BGP features like performance tuning, multiprotocol BGP, MPLS VPN, and
multicast BGP In-depth coverage of advanced BGP topics to help design a complex BGP routing architecture Practical
design tips that have been proven in the ﬁeld Extensive conﬁguration examples and case studies BGP Design and
Implementation focuses on real-world problems and provides not only design solutions, but also the background on
why they are appropriate and a practical overview of how they apply into a top-down design. The BGP protocol is being
used in both service provider and enterprise networks. The design goals of these two groups are diﬀerent, leading to
diﬀerent architectures being used in each environment. The title breaks out the separate goals, and resulting solutions
for each group to assist the reader in further understanding diﬀerent solution strategies. This book starts by
identifying key features and functionality in BGP. It then delves into the topics of performance tuning, routing policy
development, and architectural scalability. It progresses by examining the challenges for both the service provider and
enterprise customers, and provides practical guidelines and a design framework for each. BGP Design and
Implementation ﬁnishes up by closely looking at the more recent extensions to BGP through Multi-Protocol BGP for
MPLS-VPN, IP Multicast, IPv6, and CLNS. Each chapter is generally organized into the following sections: Introduction,
Design and Implementation Guidelines, Case Studies, and Summary.

Containers in Cisco IOS-XE, IOS-XR, and NX-OS
Orchestration and Operation
Cisco Press By containerizing applications and network services, you can achieve unprecedented levels of network
agility and eﬃciency. Cisco IOS-XE, IOS-XR, and NX-OS Architecture have been augmented with compute virtualization
capabilities to accommodate both native and third-party container hosting, empowering organizations to containerize
and instantiate any application or network service. Direct from Cisco, Containers in Cisco IOS-XE, IOS-XR, and NX-OS:
Orchestration and Operation is the complete guide to deploying and operating "containerized" application and network
services in Cisco platforms. The authors begin by reviewing the virtualization and containerization concepts network
professionals need to know, and introducing today's leading orchestration tools. Next, they take a deep dive into
container networking, introducing Cisco architectural support for container infrastructures. You'll ﬁnd modular
coverage of characteristics, conﬁguration, and operations for each key Cisco software platform: IOS-XE, IOS-XR, and
NX-OS. A full chapter on developer tools and resources shows how to build container images with Docker, and
introduces Cisco's toolkits, APIs, NX-SDK or Open Access Containers (OAC), telemetry, Nexus Data Broker,
management tools, Puppet, Chef, Ansible, and more. The authors conclude with multiple use cases, showing how users
in diverse markets can drive value with containers.

IoT Fundamentals
Networking Technologies, Protocols, and Use Cases for
the Internet of Things
Cisco Press Today, billions of devices are Internet-connected, IoT standards and protocols are stabilizing, and technical
professionals must increasingly solve real problems with IoT technologies. Now, ﬁve leading Cisco IoT experts present
the ﬁrst comprehensive, practical reference for making IoT work. IoT Fundamentals brings together knowledge
previously available only in white papers, standards documents, and other hard-to-ﬁnd sources—or nowhere at all. The
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authors begin with a high-level overview of IoT and introduce key concepts needed to successfully design IoT
solutions. Next, they walk through each key technology, protocol, and technical building block that combine into
complete IoT solutions. Building on these essentials, they present several detailed use cases, including manufacturing,
energy, utilities, smart+connected cities, transportation, mining, and public safety. Whatever your role or existing
infrastructure, you’ll gain deep insight what IoT applications can do, and what it takes to deliver them. Fully covers the
principles and components of next-generation wireless networks built with Cisco IOT solutions such as IEEE 802.11 (WiFi), IEEE 802.15.4-2015 (Mesh), and LoRaWAN Brings together real-world tips, insights, and best practices for
designing and implementing next-generation wireless networks Presents start-to-ﬁnish conﬁguration examples for
common deployment scenarios Reﬂects the extensive ﬁrst-hand experience of Cisco experts

Network Programmability and Automation
Storage Networking Protocol Fundamentals
Cisco Press A comparative analysis of Ethernet, TCP/IP, and Fibre Channel in the context of SCSI Introduces network
administrators to the requirements of storage protocols Explains the operation of network protocols to storage
administrators Compares and contrasts the functionality of Ethernet, TCP/IP, and Fibre Channel Documents the details
of the major protocol suites, explains how they operate, and identiﬁes common misunderstandings References the
original standards and speciﬁcations so you can get a complete understanding of each protocol Helps you understand
the implications of network design choices Discusses advanced network functionality such as QoS, security,
management, and protocol analysis Corporations increasingly depend on computer and communication technologies to
remain competitive in the global economy. Customer relationship management, enterprise resource planning, and email are a few of the many applications that generate new data every day. Eﬀectively storing, managing, and
accessing that data is a primary business challenge in the information age. Storage networking is a crucial component
of the solution to meet that challenge. Written for both storage administrators who need to learn more about
networking and network administrators who need to learn more about storage, Storage Networking Protocol
Fundamentals is a concise introduction to storage networking protocols. The book picks up where Storage Networking
Fundamentals left oﬀ by focusing on the networking protocols that underlie modern open systems: block-oriented
storage networks. The ﬁrst part of the book introduces you to the ﬁeld of storage networking and the Open Systems
Interconnection (OSI) reference model. The second part compares networked storage technologies, including iSCSI
(Small Computer Systems Interface over IP) and Fibre Channel. It also examines in detail each of the major protocol
suites layer-by-layer within the OSI reference model. The third part discusses advanced functionalities of these
technologies, such as quality of service (QoS), load-balancing functions, security, management, and protocol analysis.
You can read this book cover to cover or use it as a reference, directly accessing the particular topics of interest to
you. “Storage networking is a critical concept for today’s businesses, and this book provides a unique and helpful way
to better understand it. Storage networking is also continuously evolving, and as such this book may be seen as an
introduction to the information technology infrastructures of the future.” —from the foreword by Claudio DeSanti, vicechairman of the ANSI INCITS T11 Technical Committee

Content Networking Fundamentals
Cisco Systems An introduction to eﬀectively deploying and troubleshooting Cisco content networking solutions.

Router Security Strategies
Securing IP Network Traﬃc Planes
Pearson Education Router Security Strategies: Securing IP Network Traﬃc Planes provides a compre-hensive approach to
understand and implement IP traﬃc plane separation and protection on IP routers. This book details the distinct traﬃc
planes of IP networks and the advanced techniques necessary to operationally secure them. This includes the data,
control, management, and services planes that provide the infrastructure for IP networking. The ﬁrst section provides
a brief overview of the essential components of the Internet Protocol and IP networking. At the end of this section, you
will understand the fundamental principles of defense in depth and breadth security as applied to IP traﬃc planes.
Techniques to secure the IP data plane, IP control plane, IP management plane, and IP services plane are covered in
detail in the second section. The ﬁnal section provides case studies from both the enterprise network and the service
provider network perspectives. In this way, the individual IP traﬃc plane security techniques reviewed in the second
section of the book are brought together to help you create an integrated, comprehensive defense in depth and
breadth security architecture. “Understanding and securing IP traﬃc planes are critical to the overall security posture
of the IP infrastructure. The techniques detailed in this book provide protection and instrumentation enabling
operators to understand and defend against attacks. As the vulnerability economy continues to mature, it is critical for
both vendors and network providers to collaboratively deliver these protections to the IP infrastructure.” –Russell
Smoak, Director, Technical Services, Security Intelligence Engineering, Cisco Gregg Schudel, CCIE® No. 9591, joined
Cisco in 2000 as a consulting system engineer supporting the U.S. service provider organization. Gregg focuses on IP
core network security architectures and technology for interexchange carriers and web services providers. David J.

5

6

Smith, CCIE No. 1986, joined Cisco in 1995 and is a consulting system engineer supporting the service provider
organization. David focuses on IP core and edge architectures including IP routing, MPLS technologies, QoS,
infrastructure security, and network telemetry. Understand the operation of IP networks and routers Learn about the
many threat models facing IP networks, Layer 2 Ethernet switching environments, and IPsec and MPLS VPN services
Learn how to segment and protect each IP traﬃc plane by applying defense in depth and breadth principles Use
security techniques such as ACLs, rate limiting, IP Options ﬁltering, uRPF, QoS, RTBH, QPPB, and many others to
protect the data plane of IP and switched Ethernet networks Secure the IP control plane with rACL, CoPP, GTSM, MD5,
BGP and ICMP techniques and Layer 2 switched Ethernet-speciﬁc techniques Protect the IP management plane with
password management, SNMP, SSH, NTP, AAA, as well as other VPN management, out-of-band management, and
remote access management techniques Secure the IP services plane using recoloring, IP fragmentation control, MPLS
label control, and other traﬃc classiﬁcation and process control techniques This security book is part of the Cisco
Press® Networking Technology Series. Security titles from Cisco Press help networking professionals secure critical
data and resources, prevent and mitigate network attacks, and build end-to-end self-defending networks.

Programming and Automating Cisco Networks
A guide to network programmability and automation in
the data center, campus, and WAN
Cisco Press Improve operations and agility in any data center, campus, LAN, or WAN Today, the best way to stay in
control of your network is to address devices programmatically and automate network interactions. In this book, Cisco
experts Ryan Tischer and Jason Gooley show you how to do just that. You’ll learn how to use programmability and
automation to solve business problems, reduce costs, promote agility and innovation, handle accelerating complexity,
and add value in any data center, campus, LAN, or WAN. The authors show you how to create production solutions that
run on or interact with Nexus NX-OS-based switches, Cisco ACI, Campus, and WAN technologies.You’ll learn how to use
advanced Cisco tools together with industry-standard languages and platforms, including Python, JSON, and Linux. The
authors demonstrate how to support dynamic application environments, tighten links between apps and
infrastructure, and make DevOps work better. This book will be an indispensable resource for network and cloud
designers, architects, DevOps engineers, security specialists, and every professional who wants to build or operate
high-eﬃciency networks. Drive more value through programmability and automation, freeing resources for high-value
innovation Move beyond error-prone, box-by-box network management Bridge management gaps arising from current
operational models Write NX-OS software to run on, access, or extend your Nexus switch Master Cisco’s powerful onbox automation and operation tools Manage complex WANs with NetConf/Yang, ConfD, and Cisco SDN Controller
Interact with and enhance Cisco Application Centric Infrastructure (ACI) Build self-service catalogs to accelerate
application delivery Find resources for deepening your expertise in network automation

MPLS Conﬁguration on Cisco IOS Software
Cisco Press A complete conﬁguration manual for MPLS, MPLS VPNs, MPLS TE, QoS, Any Transport over MPLS (AToM),
and VPLS Understand the crucial Cisco commands for various MPLS scenarios Understand fundamentals of MPLS
operation and learn to conﬁgure basic MPLS in Frame Relay and ATM-based environments Master fundamentals of
MPLS VPN operation including Multiprotocol BGP (MBGP) operation, VPNv4 route exchange, and basic MPLS VPN
conﬁguration in the provider network Understand and conﬁgure various PE-CE routing protocols in MPLS VPN networks
Understand MPLS VPN provisioning in an Inter-provider VPN (Inter-AS) and Carrier Supporting Carrier (CSC)
environment Learn MPLS TE and its advanced features Examine AToM with conﬁguration examples for like-to-like and
any-to-any L2 VPN implementations and VPLS components and operation, VPLS conﬁguration and veriﬁcation, and
VPLS topologies Learn about MPLS QoS, including conﬁguration and implementation of uniform and short pipe modes
MPLS Conﬁguration on Cisco IOS Software is a complete and detailed resource to the conﬁguration of Multiprotocol
Label Switching (MPLS) networks and associated features. Through its practical, hands-on approach, you'll become
familiar with MPLS technologies and their conﬁgurations using Cisco IOS® Software. MPLS Conﬁguration on Cisco IOS
Software covers basic-to-advanced MPLS concepts and conﬁguration. Beyond its emphasis on MPLS, you'll learn about
applications and deployments associated with MPLS, such as traﬃc engineering (TE), Layer 2 virtual private networks
(VPN), and Virtual Private LAN Service (VPLS). You'll receive practical guidance and deployment scenarios that can be
enhanced by re-creation of the setups and conﬁgurations demonstrated within this book. You'll move quickly from a
brief overview of MPLS technology and basic MPLS conﬁguration on Cisco® routers to more advanced topics. Several
chapters provide instruction on VPN connectivity options, including implementing Border Gateway Protocol (BGP) in
MPLS VPNs. You'll receive conﬁguration guidelines for advanced MPLS implementations such as MPLS TE, quality of
service (QoS), and extranet VPNs. You'll learn about implementation of Layer 2 VPNs versus Layer 3 VPNs with Cisco
Any Transport over MPLS (AToM). And you'll see demonstrations of implementing VPLS on Cisco routers complete with
the conﬁgurations and platform support. "I highly recommend MPLS Conﬁguration on Cisco IOS Software as required
reading for those in search of practical guidance of the technology and nuances of conﬁguring MPLS for nextgeneration networks for voice, video, data, and application service oﬀerings across a wide variety of deployment
scenarios." --Carlos Dominguez, Senior Vice President, Worldwide Service Provider Operations, Cisco Systems® This
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book is part of the Networking Technology Series from Cisco Press®, which oﬀers networking professionals valuable
information for constructing eﬃcient networks, understanding new technologies, and building successful careers.

Traﬃc Engineering with MPLS
Cisco Press Design, conﬁgure, and manage MPLS TE to optimize network performance Almost every busy network
backbone has some congested links while others remain underutilized. That's because shortest-path routing protocols
send traﬃc down the path that is shortest without considering other network parameters, such as utilization and
traﬃc demands. Using Traﬃc Engineering (TE), network operators can redistribute packet ﬂows to attain more uniform
distribution across all links. Forcing traﬃc onto speciﬁc pathways allows you to get the most out of your existing
network capacity while making it easier to deliver consistent service levels to customers at the same time. Cisco(r)
Multiprotocol Label Switching (MPLS) lends eﬃciency to very large networks, and is the most eﬀective way to
implement TE. MPLS TE routes traﬃc ﬂows across the network by aligning resources required by a given ﬂow with
actual backbone capacity and topology. This constraint-based routing approach feeds the network route traﬃc down
one or more pathways, preventing unexpected congestion and enabling recovery from link or node failures. Traﬃc
Engineering with MPLS provides you with information on how to use MPLS TE and associated features to maximize
network bandwidth. This book focuses on real-world applications, from design scenarios to feature conﬁgurations to
tools that can be used in managing and troubleshooting MPLS TE. Assuming some familiarity with basic label
operations, this guide focuses mainly on the operational aspects of MPLS TE-how the various pieces work and how to
conﬁgure and troubleshoot them. Additionally, this book addresses design and scalability issues along with extensive
deployment tips to help you roll out MPLS TE on your own network. Understand the background of TE and MPLS, and
brush up on MPLS forwarding basics Learn about router information distribution and how to bring up MPLS TE tunnels
in a network Understand MPLS TE's Constrained Shortest Path First (CSPF) and mechanisms you can use to inﬂuence
CSPF's path calculation Use the Resource Reservation Protocol (RSVP) to implement Label-Switched Path setup Use
various mechanisms to forward traﬃc down a tunnel Integrate MPLS into the IP quality of service (QoS) spectrum of
services Utilize Fast Reroute (FRR) to mitigate packet loss associated with link and node failures Understand Simple
Network Management Protocol (SNMP)-based measurement and accounting services that are available for MPLS
Evaluate design scenarios for scalable MPLS TE deployments Manage MPLS TE networks by examining common
conﬁguration mistakes and utilizing tools for troubleshooting MPLS TE problems "Eric and Ajay work in the
development group at Cisco that built Traﬃc Engineering. They are among those with the greatest hands-on
experience with this application. This book is the product of their experience." -George Swallow, Cisco Systems,
Architect for Traﬃc Engineering Co-Chair, IETF MPLS Working Group Eric Osborne, CCIE(r) #4122, has been doing
Internet engineering of one sort or another since 1995. He joined Cisco in 1998 to work in the Cisco Technical
Assistance Center (TAC), moved from there to the ISP Expert team and then to the MPLS Deployment team. He has
been involved in MPLS since the Cisco IOS(r) Software Release 11.1CT days. Ajay Simha, CCIE #2970, joined the Cisco
TAC in 1996. He then went on to support tier 1 and 2 ISPs as part of Cisco's ISP Expert team. Ajay has been working as
an MPLS deployment engineer since October 1999, and he has ﬁrst-hand experience in

Cisco Intelligent WAN (IWAN)
Cisc Inte Wide Area Netw
Cisco Press The complete guide to Cisco® IWAN: features, beneﬁts, planning, and deployment Using Cisco Intelligent
WAN (IWAN), businesses can deliver an uncompromised experience, security, and reliability to branch oﬃces over any
connection. Cisco IWAN simpliﬁes WAN design, improves network responsiveness, and accelerates deployment of new
services. Now, there’s an authoritative single-source guide to Cisco IWAN: all you need to understand it, design it, and
deploy it for maximum value. In Cisco Intelligent WAN (IWAN), leading Cisco experts cover all key IWAN technologies
and components, addressing issues ranging from visibility and provisioning to troubleshooting and optimization. They
oﬀer extensive practical guidance on migrating to IWAN from your existing WAN infrastructure. This guide will be
indispensable for all experienced network professionals who support WANs, are deploying Cisco IWAN solutions, or use
related technologies such as DMVPN or PfR. Deploy Hybrid WAN connectivity to increase WAN capacity and improve
application performance Overlay DMVPN on WAN transport to simplify operations, gain transport independence, and
improve VPN scalability Secure DMVPN tunnels and IWAN routers Use Application Recognition to support QoS,
Performance Routing (PfR), and application visibility Improve application delivery and WAN eﬃciency via PfR Monitor
hub, transit, and branch sites, traﬃc classes, and channels Add application-level visibility and per-application
monitoring to IWAN routers Overcome latency and bandwidth ineﬃciencies that limit application performance Use
Cisco WAAS to customize each location’s optimizations, application accelerations, and virtualization Smoothly
integrate Cisco WAAS into branch oﬃce network infrastructure Ensure appropriate WAN application responsiveness
and experience Improve SaaS application performance with Direct Internet Access (DIA) Perform pre-migration tasks,
and prepare your current WAN for IWAN Migrate current point-to-point and multipoint technologies to IWAN
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CCNA 200-301 Oﬃcial Cert Guide, Volume 1
Cisco Press Trust the best-selling Oﬃcial Cert Guide series from Cisco Press to help you learn, prepare, and practice for
exam success. They are built with the objective of providing assessment, review, and practice to help ensure you are
fully prepared for your certiﬁcation exam. · Master Cisco CCNA 200-301 exam topics · Assess your knowledge with
chapter-opening quizzes · Review key concepts with exam preparation tasks · Practice with realistic exam questions in
the practice test software This is the eBook edition of the CCNA 200-301 Oﬃcial Cert Guide, Volume 1. This eBook,
combined with the CCNA 200-301 Oﬃcial Cert Guide Volume 2, cover all of exam topics on the CCNA 200-301 exam.
This eBook does not include the practice exams that comes with the print edition. CCNA 200-301 Oﬃcial Cert Guide ,
Volume 1 presents you with an organized test-preparation routine using proven series elements and techniques. “Do I
Know This Already?” quizzes open each chapter and enable you to decide how much time you need to spend on each
section. Exam topic lists make referencing easy. Chapter-ending Exam Preparation Tasks help you drill on key concepts
you must know thoroughly. CCNA 200-301 Oﬃcial Cert Guide, Volume 1 from Cisco Press enables you to succeed on the
exam the ﬁrst time and is the only self-study resource approved by Cisco. Best-selling author and expert instructor
Wendell Odom shares preparation hints and test-taking tips, helping you identify areas of weakness and improve both
your conceptual knowledge and hands-on skills. This complete study package includes · A test-preparation routine
proven to help you pass the exams · Do I Know This Already? quizzes, which enable you to decide how much time you
need to spend on each section · Chapter-ending and part-ending exercises, which help you drill on key concepts you
must know thoroughly · The powerful Pearson Test Prep Practice Test software, complete with hundreds of wellreviewed, exam-realistic questions, customization options, and detailed performance reports · A free copy of the CCNA
200-301 Volume 1 Network Simulator Lite software, complete with meaningful lab exercises that help you hone your
hands-on skills with the command-line interface for routers and switches · Links to a series of hands-on conﬁg labs
developed by the author · Online, interactive practice exercises that help you hone your knowledge · More than 90
minutes of video mentoring from the author · A ﬁnal preparation chapter, which guides you through tools and
resources to help you craft your review and test-taking strategies · Study plan suggestions and templates to help you
organize and optimize your study time Well regarded for its level of detail, study plans, assessment features,
challenging review questions and exercises, video instruction, and hands-on labs, this oﬃcial study guide helps you
master the concepts and techniques that ensure your exam success. The CCNA 200-301 Oﬃcial Cert Guide, Volume 1,
combined with CCNA 200-301 Oﬃcial Cert Guide, Volume 2, walk you through all the exam topics found in the Cisco
200-301 exam. Topics covered in Volume 1 include: · Networking fundamentals · Implementing Ethernet LANs ·
Implementing VLANs and STP · IPv4 addressing · IPv4 routing · OSPF · IPv6 · Wireless LANs Companion Website: The
companion website contains the CCNA Network Simulator Lite software, online practice exercises, study resources, and
90 minutes of video training. In addition to the wealth of updated content, this new edition includes a series of free
hands-on exercises to help you master several real-world conﬁguration and troubleshooting activities. These exercises
can be performed on the CCNA 200-301 Network Simulator Lite, Volume 1 software included for free on the companion
website that accompanies this book. This software, which simulates the experience of working on actual Cisco routers
and switches, contains the following 21 free lab exercises, covering topics in Part II and Part III, the ﬁrst hands-on
conﬁguration sections of the book: 1. Conﬁguring Local Usernames 2. Conﬁguring Hostnames 3. Interface Status I 4.
Interface Status II 5. Interface Status III 6. Interface Status IV 7. Conﬁguring Switch IP Settings 8. Switch IP Address 9.
Switch IP Connectivity I 10. Switch CLI Conﬁguration Process I 11. Switch CLI Conﬁguration Process II 12. Switch CLI
Exec Mode 13. Setting Switch Passwords 14. Interface Settings I 15. Interface Settings II 16. Interface Settings III 17.
Switch Forwarding I 18. Switch Security I 19. Switch Interfaces and Forwarding Conﬁguration Scenario 20. Conﬁguring
VLANs Conﬁguration Scenario 21. VLAN Troubleshooting Pearson Test Prep online system requirements: Browsers:
Chrome version 73 and above; Safari version 12 and above; Microsoft Edge 44 and above Devices: Desktop and laptop
computers, tablets running on Android v8.0 and iOS v13, smartphones with a minimum screen size of 4.7". Internet
access required Pearson Test Prep oﬄine system requirements: Windows 10, Windows 8.1; Microsoft .NET Framework
4.5 Client; Pentium-class 1 GHz processor (or equivalent); 512 MB RAM; 650 MB disk space plus 50 MB for each
downloaded practice exam; access to the Internet to register and download exam databases

Virtual Routing in the Cloud
Cisco Press The Cisco expert guide to planning, deploying, and operating virtual routing with the CSR 1000V Cloud
Services Router Virtual routing and the Cisco Cloud Services Router (CSR 1000V) are key enablers of today’s
revolutionary shift to elastic cloud applications and low-cost virtualized networking. Now, there’s an authoritative,
complete guide to building real solutions with the Cisco CSR 1000V platform. Three leading experts cover every
essential building block, present key use cases and conﬁguration examples, illuminate design and deployment
scenarios, and show how the CSR 1000V platform and APIs can enable state-of-the-art software-deﬁned networks
(SDN). Drawing on extensive early adopter experience, they illuminate crucial OS and hypervisor details, help you
overcome migration challenges, and oﬀer practical guidance for monitoring and operations. This guide is an essential
resource for all technical professionals planning or deploying data center and enterprise cloud services, and for all
cloud network operators utilizing the Cisco CSR 1000V or future Cisco virtual routing platforms. · Review the
fundamentals of cloud virtualization, multitenant data-center design, and software-deﬁned networking · Understand
the Cisco CSR 1000V’s role, features, and infrastructure requirements · Compare server hypervisor technologies for
managing VM hardware with CSR 1000V deployments · Understand CSR 1000V software architecture, control and data-
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plane design, licensing requirements, and packet ﬂow · Walk through common virtual router scenarios and
conﬁgurations, including multiple cloud and data center examples · Integrate CSR 1000V into the OpenStack SDN
framework, and use its APIs to solve speciﬁc problems · Master a best-practice workﬂow for deploying the CSR 1000V ·
Use the Cisco management tools to automate, orchestrate, and troubleshoot virtualized routing Category:
Networking/Cloud Computing Covers: Cloud Services Router This book is part of the Networking Technology Series
from Cisco Press, which oﬀers networking professionals valuable information for constructing eﬃcient networks,
understanding new technologies, and building successful careers

Enterprise Network Testing
Testing Throughout the Network Lifecycle to Maximize
Availability and Performance
Pearson Education Enterprise Network Testing Testing Throughout the Network Lifecycle to Maximize Availability and
Performance Andy Sholomon, CCIE® No. 15179 Tom Kunath, CCIE No. 1679 The complete guide to using testing to
reduce risk and downtime in advanced enterprise networks Testing has become crucial to meeting enterprise
expectations of near-zero network downtime. Enterprise Network Testing is the ﬁrst comprehensive guide to all facets
of enterprise network testing. Cisco enterprise consultants Andy Sholomon and Tom Kunath oﬀer a complete blueprint
and best-practice methodologies for testing any new network system, product, solution, or advanced technology.
Sholomon and Kunath begin by explaining why it is important to test and how network professionals can leverage
structured system testing to meet speciﬁc business goals. Then, drawing on their extensive experience with enterprise
clients, they present several detailed case studies. Through real-world examples, you learn how to test architectural
“proofs of concept,” speciﬁc network features, network readiness for use, migration processes, security, and more.
Enterprise Network Testing contains easy-to-adapt reference test plans for branches, WANs/MANs, data centers, and
campuses. The authors also oﬀer speciﬁc guidance on testing many key network technologies, including MPLS/VPN,
QoS, VoIP, video, IPsec VPNs, advanced routing (OSPF, EIGRP, BGP), and Data Center Fabrics. § Understand why, when,
and how you should test your network § Use testing to discover critical network design ﬂaws § Incorporate structured
systems testing into enterprise architecture strategy § Utilize testing to improve decision-making throughout the
network lifecycle § Develop an eﬀective testing organization and lab facility § Choose and use test services providers §
Scope, plan, and manage network test assignments § nLeverage the best commercial, free, and IOS test tools §
Successfully execute test plans, including crucial low-level details § Minimize the equipment required to test largescale networks § Identify gaps in network readiness § Validate and reﬁne device conﬁgurations § Certify new hardware,
operating systems, and software features § Test data center performance and scalability § Leverage test labs for
hands-on technology training This book is part of the Networking Technology Series from Cisco Press®, which oﬀers
networking professionals valuable information for constructing eﬃcient networks, understanding new technologies,
and building successful careers.

CCNP Enterprise Advanced Routing ENARSI 300-410
Oﬃcial Cert Guide
Cisco Press Trust the best selling Oﬃcial Cert Guide series from Cisco Press to help you learn, prepare, and practice for
exam success. They are built with the objective of providing assessment, review, and practice to help ensure you are
fully prepared for your certiﬁcation exam. Master Cisco CCNP ENARSI exam topics Assess your knowledge with chapteropening quizzes Review key concepts with exam preparation tasks This is the eBook edition of the CCNP Enterprise
Advanced Routing ENARSI 300-410 Oﬃcial Cert Guide. This eBook does not include access to the Pearson Test Prep
practice exams that comes with the print edition. CCNP Enterprise Advanced Routing ENARSI 300-410 Oﬃcial Cert
Guide from Cisco Press allows you to succeed on the exam the ﬁrst time and is the only self-study resource approved
by Cisco. Expert authors Raymond Lacoste and Brad Edgeworth share preparation hints and test-taking tips, helping
you identify areas of weakness and improve both your conceptual knowledge and hands-on skills. This complete study
package includes A test-preparation routine proven to help you pass the exams Do I Know This Already? quizzes, which
allow you to decide how much time you need to spend on each section Chapter-ending exercises, which help you drill
on key concepts you must know thoroughly Practice exercises that help you enhance your knowledge More than 60
minutes of video mentoring from the author A ﬁnal preparation chapter, which guides you through tools and resources
to help you craft your review and test-taking strategies Study plan suggestions and templates to help you organize
and optimize your study time Well regarded for its level of detail, study plans, assessment features, and challenging
review questions and exercises, this oﬃcial study guide helps you master the concepts and techniques that ensure
your exam success. This oﬃcial study guide helps you master all the topics on the CCNP Enterprise Advanced Routing
ENARSI exam, including Layer 3 technologies, including IPv4/IPv6 routing, EIGRP, OSPF, and BGP VPN services,
including MPLS Layer 3 VPNs and DMVPN Infrastructure security, including ACLs, AAA, uRPF, CoPP, and IPv6 ﬁrst hop
security features Infrastructure services, including syslog, SNMP, IP SLA, Object Tracking, NetFlow, Flexible NetFlow,
and more
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Interconnecting Cisco Network Devices, Part 2 (ICND2)
Foundation Learning Guide
Cisco Press This Cisco-authorized, self-paced foundation learning tool helps you prepare for both the 200-101 ICND2 and
200-120 CCNA exams. It delivers the higher level of foundational knowledge you need to prepare for the ICND2 exam
(and the ICND2 components in the CCNA Composite exam), and to succeed in a wide range of Cisco networking job
roles. This book teaches with numerous examples, illustrations, and real-world scenarios, helping you rapidly gain both
expertise and conﬁdence. Its coverage ranges from internetworking essentials to advanced diagnostic and debugging
techniques that are needed by virtually all Cisco professionals. The book teaches you the technology and theory for
building and troubleshooting medium to large scale internetworks, including an in-depth study of VLANs as well as
redundancy technologies such as HSRP, STP, and EtherChannel. Additional topics include: implementing scalable midsized networks; troubleshooting basic connectivity; implementing EIGRP solutions and OSPF-based scalable multiarea
networks; understanding WAN technologies; managing network devices; and advanced troubleshooting. This edition
has been fully updated to reﬂect Cisco’s latest exam blueprints. Content has been reorganized, simpliﬁed, and
expanded to help you learn even more eﬃciently. The book presents you with information applicable to the CCNA that
can’t be found in any other CCNA text, including an overview and primer of MPLS, real-world examples, and real-world
information on how to more eﬀectively work with the Cisco TAC and diagnose software defects. The book also shows
you how to use the Cisco ‘Debug’ command to learn how protocols work. Interconnecting Cisco Network Devices, Part 2
(ICND2) Foundation Learning Guide, Fourth Edition is part of a recommended learning path from Cisco that includes
simulation and hands-on training from authorized Cisco Learning Partners and self-study products from Cisco Press. To
ﬁnd out more about instructor-led training, e-learning, and hands-on instruction from authorized Cisco Learning
Partners worldwide, please visit www.cisco.com/go/authorizedtraining. VLANs, Spanning Tree Protocol (STP), Hot
Standby Routing Protocol (HSRP), and EtherChannel Troubleshooting basic connectivity in IPv4, IPv6, and virtualized
network environments EIGRP theory, operation, and troubleshooting (IPv4 and IPv6) OSPF terminology, operation,
conﬁguration, and troubleshooting (IPv4 and IPv6) WAN technologies, terminology, theory, conﬁguration, and
troubleshooting VPNs and WANs: comparisons and integration Device management with SNMP, SYSLOG, and Cisco
Flexible NetFlow Cisco Integrated Service Routers: architecture, conﬁguration management, Cisco IOS software
images, and licensing Advanced diagnostics, Cisco IOS software bugs, and debugging

CCNA Security 210-260 Oﬃcial Cert Guide
Exam 45 Oﬃcial Cert GdePub
Cisco Press Trust the best selling Oﬃcial Cert Guide series from Cisco Press to help you learn, prepare, and practice for
exam success. They are built with the objective of providing assessment, review, and practice to help ensure you are
fully prepared for your certiﬁcation exam. --Master Cisco CCNA Security 210-260 Oﬃcial Cert Guide exam topics -Assess your knowledge with chapter-opening quizzes --Review key concepts with exam preparation tasks This is the
eBook edition of the CCNA Security 210-260 Oﬃcial Cert Guide. This eBook does not include the companion CD-ROM
with practice exam that comes with the print edition. CCNA Security 210-260 Oﬃcial Cert Guide presents you with an
organized test-preparation routine through the use of proven series elements and techniques. “Do I Know This
Already?” quizzes open each chapter and enable you to decide how much time you need to spend on each section.
Exam topic lists make referencing easy. Chapter-ending Exam Preparation Tasks help you drill on key concepts you
must know thoroughly. CCNA Security 210-260 Oﬃcial Cert Guide focuses speciﬁcally on the objectives for the Cisco
CCNA Security exam. Networking Security experts Omar Santos and John Stuppi share preparation hints and testtaking tips, helping you identify areas of weakness and improve both your conceptual knowledge and hands-on skills.
Material is presented in a concise manner, focusing on increasing your understanding and retention of exam topics.
Well regarded for its level of detail, assessment features, comprehensive design scenarios, and challenging review
questions and exercises, this oﬃcial study guide helps you master the concepts and techniques that will enable you to
succeed on the exam the ﬁrst time. The oﬃcial study guide helps you master all the topics on the CCNA Security exam,
including --Networking security concepts --Common security threats --Implementing AAA using IOS and ISE --Bring Your
Own Device (BYOD) --Fundamentals of VPN technology and cryptography --Fundamentals of IP security --Implementing
IPsec site-to-site VPNs --Implementing SSL remote-access VPNs using Cisco ASA --Securing Layer 2 technologies -Network Foundation Protection (NFP) --Securing the management plane on Cisco IOS devices --Securing the data plane
--Securing routing protocols and the control plane --Understanding ﬁrewall fundamentals --Implementing Cisco IOS
zone-based ﬁrewalls --Conﬁguring basic ﬁrewall policies on Cisco ASA --Cisco IPS fundamentals --Mitigation
technologies for e-mail- and web-based threats --Mitigation technologies for endpoint threats CCNA Security 210-260
Oﬃcial Cert Guide is part of a recommended learning path from Cisco that includes simulation and hands-on training
from authorized Cisco Learning Partners and self-study products from Cisco Press. To ﬁnd out more about instructorled training, e-learning, and hands-on instruction oﬀered by authorized Cisco Learning Partners worldwide, please visit
http://www.cisco.com/web/learning/index.html.
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CCNA Cyber Ops SECFND #210-250 Oﬃcial Cert Guide
Cisco Press This is the eBook version of the print title. Note that the eBook does not provide access to the practice test
software that accompanies the print book. Learn, prepare, and practice for CCNA Cyber Ops SECFND 210-250 exam
success with this Cert Guide from Pearson IT Certiﬁcation, a leader in IT Certiﬁcation learning. Master CCNA Cyber Ops
SECFND 210-250 exam topics Assess your knowledge with chapter-ending quizzes Review key concepts with exam
preparation tasks CCNA Cyber Ops SECFND 210-250 Oﬃcial Cert Guide is a best-of-breed exam study guide. Cisco
enterprise security experts Omar Santos, Joseph Muniz, and Stefano De Crescenzo share preparation hints and testtaking tips, helping you identify areas of weakness and improve both your conceptual knowledge and hands-on skills.
Material is presented in a concise manner, focusing on increasing your understanding and retention of exam topics.
The book presents you with an organized test preparation routine through the use of proven series elements and
techniques. Exam topic lists make referencing easy. Chapter-ending Exam Preparation Tasks help you drill on key
concepts you must know thoroughly. Review questions help you assess your knowledge, and a ﬁnal preparation
chapter guides you through tools and resources to help you craft your ﬁnal study plan. Well-regarded for its level of
detail, assessment features, and challenging review questions and exercises, this study guide helps you master the
concepts and techniques that will allow you to succeed on the exam the ﬁrst time. The study guide helps you master
all the topics on the CCNA Cyber Ops SECFND exam, including: Fundamentals of networking protocols and networking
device types Network security devices and cloud services Security principles Access control models Security
management concepts and techniques Fundamentals of cryptography and PKI Essentials of Virtual Private Networks
(VPNs) Windows-based Analysis Linux /MAC OS X-based Analysis Endpoint security technologies Network and host
telemetry Security monitoring operations and challenges Types of attacks and vulnerabilities Security evasion
techniques

Building Data Centers with VXLAN BGP EVPN
A Cisco NX-OS Perspective
Cisco Press The complete guide to building and managing next-generation data center network fabrics with VXLAN and
BGP EVPN This is the only comprehensive guide and deployment reference for building ﬂexible data center network
fabrics with VXLAN and BGP EVPN technologies. Writing for experienced network professionals, three leading Cisco
experts address everything from standards and protocols to functions, conﬁgurations, and operations. The authors
ﬁrst explain why and how data center fabrics are evolving, and introduce Cisco’s fabric journey. Next, they review key
switch roles, essential data center network fabric terminology, and core concepts such as network attributes, control
plane details, and the associated data plane encapsulation. Building on this foundation, they provide a deep dive into
fabric semantics, eﬃcient creation and addressing of the underlay, multi-tenancy, control and data plane interaction,
forwarding ﬂows, external interconnectivity, and service appliance deployments. You’ll ﬁnd detailed tutorials,
descriptions, and packet ﬂows that can easily be adapted to accommodate customized deployments. This guide
concludes with a full section on fabric management, introducing multiple opportunities to simplify, automate, and
orchestrate data center network fabrics. Learn how changing data center requirements have driven the evolution to
overlays, evolved control planes, and VXLAN BGP EVPN spine-leaf fabrics Discover why VXLAN BGP EVPN fabrics are so
scalable, resilient, and elastic Implement enhanced unicast and multicast forwarding of tenant traﬃc over the VXLAN
BGP EVPN fabric Build fabric underlays to eﬃciently transport uni- and multi-destination traﬃc Connect the fabric
externally via Layer 3 (VRF-Lite, LISP, MPLS L3VPN) and Layer 2 (VPC) Choose your most appropriate Multi-POD,
multifabric, and Data Center Interconnect (DCI) options Integrate Layer 4-7 services into the fabric, including load
balancers and ﬁrewalls Manage fabrics with POAP-based day-0 provisioning, incremental day 0.5 conﬁguration, overlay
day-1 conﬁguration, or day-2 operations

The Policy Driven Data Center with ACI
Architecture, Concepts, and Methodology
Pearson Education Use policies and Cisco® ACI to make data centers more ﬂexible and conﬁgurable--and deliver far more
business value Using the policy driven data center approach, networking professionals can accelerate and simplify
changes to the data center, construction of cloud infrastructure, and delivery of new applications. As you improve data
center ﬂexibility, agility, and portability, you can deliver far more business value, far more rapidly. In this guide, Cisco
data center experts Lucien Avramov and Maurizio Portolani show how to achieve all these beneﬁts with Cisco
Application Centric Infrastructure (ACI) and technologies such as python, REST, and OpenStack. The authors explain
the advantages, architecture, theory, concepts, and methodology of the policy driven data center. Next, they
demonstrate the use of python scripts and REST to automate network management and simplify customization in ACI
environments. Drawing on experience deploying ACI in enterprise data centers, the authors review design
considerations and implementation methodologies. You will ﬁnd design considerations for virtualized datacenters, high
performance computing, ultra-low latency environments, and large-scale data centers. The authors walk through
building multi-hypervisor and bare-metal infrastructures, demonstrate service integration, and introduce advanced
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telemetry capabilities for troubleshooting. Leverage the architectural and management innovations built into Cisco®
Application Centric Infrastructure (ACI) Understand the policy driven data center model Use policies to meet the
network performance and design requirements of modern data center and cloud environments Quickly map hardware
and software capabilities to application deployments using graphical tools--or programmatically, via the Cisco APIC API
Increase application velocity: reduce the time needed to move applications into production Deﬁne workload
connectivity instead of (or along with) subnets, VLAN stitching, and ACLs Use Python scripts and REST to automate
policy changes, parsing, customization, and self-service Design policy-driven data centers that support hypervisors
Integrate OpenStack via the Cisco ACI APIC OpenStack driver architecture Master all facets of building and operating
multipurpose cloud architectures with ACI Conﬁgure ACI fabric topology as an infrastructure or tenant administrator
Insert Layer 4-Layer 7 functions using service graphs Leverage centralized telemetry to optimize performance; ﬁnd and
resolve problems Understand and familiarize yourself with the paradigms of programmable policy driven networks

Troubleshooting Cisco Nexus Switches and NX-OS
Cisco Press The deﬁnitive deep-dive guide to hardware and software troubleshooting on Cisco Nexus switches The Cisco
Nexus platform and NX-OS switch operating system combine to deliver unprecedented speed, capacity, resilience, and
ﬂexibility in today's data center networks. Troubleshooting Cisco Nexus Switches and NX-OS is your single reference
for quickly identifying and solving problems with these business-critical technologies. Three expert authors draw on
deep experience with large Cisco customers, emphasizing the most common issues in real-world deployments,
including problems that have caused major data center outages. Their authoritative, hands-on guidance addresses
both features and architecture, helping you troubleshoot both control plane forwarding and data plane/data path
problems and use NX-OS APIs to automate and simplify troubleshooting. Throughout, you'll ﬁnd real-world
conﬁgurations, intuitive illustrations, and practical insights into key platform-speciﬁc behaviors. This is an
indispensable technical resource for all Cisco network consultants, system/support engineers, network operations
professionals, and CCNP/CCIE certiﬁcation candidates working in the data center domain. · Understand the NX-OS
operating system and its powerful troubleshooting tools · Solve problems with cards, hardware drops, fabrics, and
CoPP policies · Troubleshoot network packet switching and forwarding · Properly design, implement, and troubleshoot
issues related to Virtual Port Channels (VPC and VPC+) · Optimize routing through ﬁltering or path manipulation ·
Optimize IP/IPv6 services and FHRP protocols (including HSRP, VRRP, and Anycast HSRP) · Troubleshoot EIGRP, OSPF,
and IS-IS neighbor relationships and routing paths · Identify and resolve issues with Nexus route maps · Locate
problems with BGP neighbor adjacencies and enhance path selection · Troubleshoot high availability components (BFD,
SSO, ISSU, and GIR) · Understand multicast protocols and troubleshooting techniques · Identify and solve problems
with OTV · Use NX-OS APIs to automate troubleshooting and administrative tasks

IP Routing on Cisco IOS, IOS XE, and IOS XR
An Essential Guide to Understanding and Implementing
IP Routing Protocols
Pearson Education An Essential Guide to Understanding and Implementing IP Routing Protocols Cisco''s authoritative
single-source guide to IP routing protocols for enterprise and service provider environments Service providers and
large enterprises are converging on a common IP infrastructure that supports rapid deployment of high-value services.
Demand is soaring for highly skilled IP network engineers who can implement and run these infrastructures. Now, one
source combines reliable knowledge about contemporary IP routing protocols and expert hands-on guidance for using
them with Cisco IOS, IOS XE, and IOS XR operating systems. After concisely reviewing the basics, three Cisco experts
fully explain static routing, EIGRP, OSPF, IS-IS, and BGP routing protocols. Next, they introduce advanced routing with
policies and redistribution, sophisticated BGP-based traﬃc engineering, and multicast. They present comprehensive
coverage of IPv6, from its multicast implementation to its completely revamped address structure. Finally, they
discuss advanced high availability techniques, including fast routing convergence. IP Routing on Cisco IOS, IOS XE, and
IOS XR presents each protocol conceptually, with intuitive illustrations, realistic conﬁgurations, and appropriate
output. To help IOS users master IOS XE and IOS XR, diﬀerences in operating systems are explicitly identiﬁed, and
side-by-side feature command references are presented. All content fully aligns with Learning@Cisco, providing
eﬃcient self-study for multiple Cisco Career Certiﬁcations, including CCNA®/CCNP®/CCIE® Service Provider, CCIE
Routing & Switching, Cisco IOS XR Specialist Certiﬁcation, and the routing components of several additional Cisco
Certiﬁcations. Brad Edgeworth, CCIE No. 31574 (R&S & SP) has been with Cisco since 2011 as Systems Engineer and
Technical Leader. Formerly a network architect and consultant for various Fortune® 500 companies, his 18 years of IT
experience includes extensive architectural and operational work in enterprise and service provider environments. He
is a Cisco Live distinguished speaker presenting on IOS XR. Aaron Foss, CCIE No. 18761 (R&S & SP), a High Touch
Engineer with the Cisco Focused Technical Support (FTS) organization, works with large service providers to
troubleshoot MPLS, QoS, and IP routing issues. He has more than 15 years of experience designing, deploying, and
troubleshooting IP networks. Ramiro Garza Rios, CCIE No. 15469 (R&S, SP, and Security), Senior Network Consulting
Engineer with Cisco Advanced Services, plans, designs, implements, and optimizes next-generation service provider
networks. Before joining Cisco in 2005, he was Network Consulting and Presales Engineer for a Cisco Gold Partner in
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Mexico, where he planned and deployed both enterprise and service provider networks. Foreword by Norm Dunn,
Senior Product Manager, Learning@Cisco Global Product Management, Service Provider Portfolio Understand how
IOS®, IOS XE, and IOS XR operating systems compare Master IPv4 concepts, addressing structure, and subnetting
Learn how routers and routing protocols work, and how connected networks and static routes behave from the
router''s perspective Work with EIGRP and distance vector routing Deploy basic and advanced OSPF, including powerful
techniques for organizing routing domains, path selection, and optimization Compare IS-IS with OSPF, and implement
advanced IS-IS multilevel routing, optimization, and path selection Make the most of BGP and route manipulation,
including IOS/IOS XE route maps and IOS XR''s highly scalable Route Policy Language Use advanced policy-based route
manipulation and ﬁltering Implement route redistribution: rules, potential problems, and solutions Leverage BGP
communities, summaries, and other router conservation techniques Discover how IPv6 changes IP address and
command structure Establish highly eﬃcient multicast routing in IPv4 and IPv6 environments Systematically improve
network availability and operational uptime through event driven detection and fast routing convergence

Transforming Campus Networks to Intent-Based
Networking
Cisco Press Migrate to Intent-Based Networking–and improve network manageability, cost, agility, security, and
simplicity With Intent-Based Networking (IBN), you can create networks that capture and automatically activate
business intent, assure that your network responds properly, proactively detect and contain security threats, and
remedy network issues before users even notice. Intent-Based Networking makes networks far more valuable, but few
organizations have the luxury of building them from the ground up. In this book, leading expert Pieter-Jans Nefkens
presents a unique four-phase approach to preparing and transforming campus network infrastructures, architectures,
and organization–helping you gain maximum value from IBN with minimum disruption and cost. The author reviews the
problems IBN is intended to solve, and illuminates its technical, business, and cultural implications. Drawing on his
pioneering experience, he makes speciﬁc recommendations, identiﬁes pitfalls, and shows how to overcome them.
You’ll learn how to implement IBN with the Cisco Digital Network Architecture and DNA Center and walk through realworld use cases. In a practical appendix, Nefkens even oﬀers detailed technical conﬁgurations to jumpstart your own
transformation. Review classic campus network deployments and understand why they need to change Learn how
Cisco Digital Network Architecture (DNA) provides a solid foundation for state-of-the-art next generation network
infrastructures Understand “intent” and how it can be applied to network infrastructure Explore tools for enabling,
automating, and assuring Intent-Based Networking within campus networks Transform to Intent-Based Networking
using a four-phased approach: Identify challenges; Prepare for Intent; Design and Deploy; and Enable Intent Anticipate
how Intent-Based Networking will change your enterprise architecture, IT operations, and business

The Book of GNS3
Build Virtual Network Labs Using Cisco, Juniper, and
More
No Starch Press "Shows readers how to create and manage virtual networks on a PC using the popular open-source
platform GNS3, with tutorial-based explanations"--

The Complete IS-IS Routing Protocol
Springer Science & Business Media Detailed case studies illustrate interoperability issues between the two major routing
vendors, Cisco Systems and Juniper Networks Highly pratical: explains why IS-IS works the way it does to how IS-IS
behaves in the real world of routers and networks

OSPF and IS-IS
From Link State Routing Principles to Technologies
CRC Press This book describes and compares both the IPv4 and IPv6 versions of OSPF and IS-IS. It explains OSPF and ISIS by grounding the analysis on the principles of Link State Routing (LSR). It deliberately separates principles from
technologies. Understanding the principles behind the technologies makes the learning process easier and more solid.
Moreover, it helps uncovering the dissimilarities and commonalities of OSPF and IS-IS and exposing their stronger and
weaker features. The chapters on principles explain the features of LSR protocols and discuss the alternative design
options, independently of technologies. The chapters on technologies provide a comprehensive description of OSPF
and IS-IS with enough detail for professionals that need to work with these technologies. The ﬁnal part of the book
describes and discusses a large set of experiments with Cisco routers designed to illustrate the various features of
OSPF and IS-IS. In particular, the experiments related to the synchronization mechanisms are not usually found in the

13

14

literature.

CCNP and CCIE Security Core SCOR 300-701 Oﬃcial Cert
Guide
Implementing and Operating Cisco Security Core
Technologies
Cisco Press The CCNP Security Core SCOR 300-701 Oﬃcial Cert Guide serves as comprehensive guide for individuals who
are pursuing the Cisco CCNP Security certiﬁcation. This book helps any network professionals that want to learn the
skills required to develop a security infrastructure, recognize threats and vulnerabilities to networks, and mitigate
security threats. Complete and easy to understand, it explains key concepts and techniques through real-life
examples. This book will be valuable to any individual that wants to learn about modern cybersecurity concepts and
frameworks.

Cisco Networks
Engineers' Handbook of Routing, Switching, and Security
with IOS, NX-OS, and ASA
Apress This book is a concise one-stop desk reference and synopsis of basic knowledge and skills for Cisco certiﬁcation
prep. For beginning and experienced network engineers tasked with building LAN, WAN, and data center connections,
this book lays out clear directions for installing, conﬁguring, and troubleshooting networks with Cisco devices. The full
range of certiﬁcation topics is covered, including all aspects of IOS, NX-OS, and ASA software. The emphasis
throughout is on solving the real-world challenges engineers face in conﬁguring network devices, rather than on
exhaustive descriptions of hardware features. This practical desk companion doubles as a comprehensive overview of
the basic knowledge and skills needed by CCENT, CCNA, and CCNP exam takers. It distills a comprehensive library of
cheat sheets, lab conﬁgurations, and advanced commands that the authors assembled as senior network engineers for
the beneﬁt of junior engineers they train, mentor on the job, and prepare for Cisco certiﬁcation exams. Prior familiarity
with Cisco routing and switching is desirable but not necessary, as Chris Carthern, Dr. Will Wilson, Noel Rivera, and
Richard Bedwell start their book with a review of the basics of conﬁguring routers and switches. All the more advanced
chapters have labs and exercises to reinforce the concepts learned. This book diﬀerentiates itself from other Cisco
books on the market by approaching network security from a hacker’s perspective. Not only does it provide network
security recommendations but it teaches you how to use black-hat tools such as oclHashcat, Loki, Burp Suite, Scapy,
Metasploit, and Kali to actually test the security concepts learned. Readers of Cisco Networks will learn How to
conﬁgure Cisco switches, routers, and data center devices in typical corporate network architectures The skills and
knowledge needed to pass Cisco CCENT, CCNA, and CCNP certiﬁcation exams How to set up and conﬁgure at-home labs
using virtual machines and lab exercises in the book to practice advanced Cisco commands How to implement
networks of Cisco devices supporting WAN, LAN, and data center conﬁgurations How to implement secure network
conﬁgurations and conﬁgure the Cisco ASA ﬁrewall How to use black-hat tools and network penetration techniques to
test the security of your network

Designing Networks and Services for the Cloud
Delivering business-grade cloud applications and
services
Cisco Press Designing Networks and Services for the Cloud Delivering business-grade cloud applications and services A
rapid, easy-to-understand approach to delivering a secure, resilient, easy-to-manage, SLA-driven cloud experience
Designing Networks and Services for the Cloud helps you understand the design and architecture of networks and
network services that enable the delivery of business-grade cloud services. Drawing on more than 40 years of
experience in network and cloud design, validation, and deployment, the authors demonstrate how networks spanning
from the Enterprise branch/HQ and the service provider Next-Generation Networks (NGN) to the data center fabric play
a key role in addressing the primary inhibitors to cloud adoption–security, performance, and management complexity.
The authors ﬁrst review how virtualized infrastructure lays the foundation for the delivery of cloud services before
delving into a primer on clouds, including the management of cloud services. Next, they explore key factors that inhibit
enterprises from moving their core workloads to the cloud, and how advanced networks and network services can help
businesses migrate to the cloud with conﬁdence. You’ll ﬁnd an in-depth look at data center networks, including
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virtualization-aware networks, virtual network services, and service overlays. The elements of security in this virtual,
ﬂuid environment are discussed, along with techniques for optimizing and accelerating the service delivery. The book
dives deeply into cloud-aware service provider NGNs and their role in ﬂexibly connecting distributed cloud resources,
ensuring the security of provider and tenant resources, and enabling the optimal placement of cloud services. The role
of Enterprise networks as a critical control point for securely and cost-eﬀectively connecting to high-performance cloud
services is explored in detail before various parts of the network ﬁnally come together in the deﬁnition and delivery of
end-to-end cloud SLAs. At the end of the journey, you preview the exciting future of clouds and network services,
along with the major upcoming trends. If you are a technical professional or manager who must design, implement, or
operate cloud or NGN solutions in enterprise or service-provider environments, this guide will be an indispensable
resource. * Understand how virtualized data-center infrastructure lays the groundwork for cloud-based services * Move
from distributed virtualization to “IT-as-a-service” via automated self-service portals * Classify cloud services and
deployment models, and understand the actors in the cloud ecosystem * Review the elements, requirements,
challenges, and opportunities associated with network services in the cloud * Optimize data centers via network
segmentation, virtualization-aware networks, virtual network services, and service overlays * Systematically secure
cloud services * Optimize service and application performance * Plan and implement NGN infrastructure to support and
accelerate cloud services * Successfully connect enterprises to the cloud * Deﬁne and deliver on end-to-end cloud SLAs
* Preview the future of cloud and network services

IPv6 Security
Pearson Education IPv6 Security Protection measures for the next Internet Protocol As the world’s networks migrate to
the IPv6 protocol, networking professionals need a clearer understanding of the security risks, threats, and challenges
this transition presents. In IPv6 Security, two of the world’s leading Internet security practitioners review each
potential security issue introduced by IPv6 networking and present today’s best solutions. IPv6 Security oﬀers
guidance for avoiding security problems prior to widespread IPv6 deployment. The book covers every component of
today’s networks, identifying speciﬁc security deﬁciencies that occur within IPv6 environments and demonstrating how
to combat them. The authors describe best practices for identifying and resolving weaknesses as you maintain a dual
stack network. Then they describe the security mechanisms you need to implement as you migrate to an IPv6-only
network. The authors survey the techniques hackers might use to try to breach your network, such as IPv6 network
reconnaissance, address spooﬁng, traﬃc interception, denial of service, and tunnel injection. The authors also turn to
Cisco® products and protection mechanisms. You learn how to use Cisco IOS® and ASA ﬁrewalls and ACLs to
selectively ﬁlter IPv6 traﬃc. You also learn about securing hosts with Cisco Security Agent 6.0 and about securing a
network with IOS routers and switches. Multiple examples are explained for Windows, Linux, FreeBSD, and Solaris
hosts. The authors oﬀer detailed examples that are consistent with today’s best practices and easy to adapt to
virtually any IPv6 environment. Scott Hogg, CCIE® No. 5133, is Director of Advanced Technology Services at Global
Technology Resources, Inc. (GTRI). He is responsible for setting the company’s technical direction and helping it create
service oﬀerings for emerging technologies such as IPv6. He is the Chair of the Rocky Mountain IPv6 Task Force. Eric
Vyncke, Cisco Distinguished System Engineer, consults on security issues throughout Europe. He has 20 years’
experience in security and teaches security seminars as a guest professor at universities throughout Belgium. He also
participates in the Internet Engineering Task Force (IETF) and has helped several organizations deploy IPv6 securely.
Understand why IPv6 is already a latent threat in your IPv4-only network Plan ahead to avoid IPv6 security problems
before widespread deployment Identify known areas of weakness in IPv6 security and the current state of attack tools
and hacker skills Understand each high-level approach to securing IPv6 and learn when to use each Protect service
provider networks, perimeters, LANs, and host/server connections Harden IPv6 network devices against attack Utilize
IPsec in IPv6 environments Secure mobile IPv6 networks Secure transition mechanisms in use during the migration
from IPv4 to IPv6 Monitor IPv6 security Understand the security implications of the IPv6 protocol, including issues
related to ICMPv6 and the IPv6 header structure Protect your network against large-scale threats by using perimeter
ﬁltering techniques and service provider—focused security practices Understand the vulnerabilities that exist on IPv6
access networks and learn solutions for mitigating each This security book is part of the Cisco Press® Networking
Technology Series. Security titles from Cisco Press help networking professionals secure critical data and resources,
prevent and mitigate network attacks, and build end-to-end self-defending networks. Category: Networking: Security
Covers: IPv6 Security

UNIX and Linux System Administration Handbook
Addison-Wesley Professional “As an author, editor, and publisher, I never paid much attention to the competition—except
in a few cases. This is one of those cases. The UNIX System Administration Handbook is one of the few books we ever
measured ourselves against.” —Tim O’Reilly, founder of O’Reilly Media “This edition is for those whose systems live in
the cloud or in virtualized data centers; those whose administrative work largely takes the form of automation and
conﬁguration source code; those who collaborate closely with developers, network engineers, compliance oﬃcers, and
all the other worker bees who inhabit the modern hive.” —Paul Vixie, Internet Hall of Fame-recognized innovator and
founder of ISC and Farsight Security “This book is fun and functional as a desktop reference. If you use UNIX and Linux
systems, you need this book in your short-reach library. It covers a bit of the systems’ history but doesn’t bloviate. It’s
just straight-forward information delivered in a colorful and memorable fashion.” —Jason A. Nunnelley UNIX® and
Linux® System Administration Handbook, Fifth Edition, is today’s deﬁnitive guide to installing, conﬁguring, and
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maintaining any UNIX or Linux system, including systems that supply core Internet and cloud infrastructure. Updated
for new distributions and cloud environments, this comprehensive guide covers best practices for every facet of
system administration, including storage management, network design and administration, security, web hosting,
automation, conﬁguration management, performance analysis, virtualization, DNS, security, and the management of IT
service organizations. The authors—world-class, hands-on technologists—oﬀer indispensable new coverage of cloud
platforms, the DevOps philosophy, continuous deployment, containerization, monitoring, and many other essential
topics. Whatever your role in running systems and networks built on UNIX or Linux, this conversational, well-written
¿guide will improve your eﬃciency and help solve your knottiest problems.

Designing for Cisco Network Service Architectures
Ccdp Arch 300-320
This is Cisco's authorized, self-paced, foundation learning tool for the latest version of the Cisco Designing Network
Service Architectures (ARCH 300-301) exam, now required for CCDP certiﬁcation. It presents a structured and modular
approach to designing networks that are scalable, resilient, oﬀer outstanding performance and availability, and have
well-deﬁned failure domains. In this entirely new Third Edition, Sean Wilkins guides you through performing the
conceptual, intermediate, and detailed design of a modern network infrastructure. You'll learn how to create designs
that support a wide variety of high-value network solutions over intelligent network services. Closely following the
newest CCDP ARCH exam requirements, Wilkins discusses routing and switching designs of campus and enterprise
networks in detail, including data center and wireless networks. Coverage includes: Enterprise IGP and BGP
connectivity Wide Area Network (WAN) design Enterprise network to data center integration Designing enterprise
security services Designing QoS for enterprise networks Designing large-scale IPv6 networks Designing IP Multicast for
the enterprise Software Deﬁned Networking (SDN) for the enterprise As an Authorized Self-Study Guide, this book fully
reﬂects the content of the newest Cisco CCDP ARCH course. Real-world scenarios illustrate key concepts; chapter
learning objectives and summaries help focus study; and review questions help readers assess their knowledge.
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